LORA / LORAWAN TUTORIAL 52
The Things Stack Community Edition




INTRO

* In this tutorial | will explain what the Things Stack Community Edition 1s.




PRESEN TATION

* [ his presentatio

Al CzinleErielbie

diletish.com/c

e,

https://www.mo

ownload/lora/lora parts2.pdf

» All my LoRa/LoRaWWAN tutorials and presentations can be found at:
https://www.mobilefish.com/developer/lorawan/lorawan_quickguide tutorial.ntml



https://www.mobilefish.com/developer/lorawan/lorawan_quickguide_tutorial.html

THE THINGS STACK

* [he Things Stack I1s an enterprise grade LoRaVWAN network server, buillt on an open
source core.

. The Things Stack == LoRaWAN network server

» [he open source core can be found at:
https://github.com/The IhingsNetwork/lorawan-stack



https://github.com/TheThingsNetwork/lorawan-stack

THE THINGS STACK

The Th|ngs Industries The company responsible for
(TT l) development of The Things Stack

(= LoRaWAN network server)
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https://www.thethingsindustries.com/docs/getting-started/

T TN & THE THINGS STACK COMMUNITY EDITION

’ In 2021 the Things Industries maintains two LoRaWAN networks:
- The ”nngs Network (TTN)

- The Things Stack (TTS) Community Edrtion

he LoRaVWAN Network Servers in The Things Network (T TN) uses software which

can be found at:
https://github.com/The IhingsNetwork/ttn

* [he LoRaWAN Network Servers in The Things Stack Community Edrtion uses

software which can be found at:
https://github.com/The T hingsNetwork/lorawan-stack



https://github.com/TheThingsNetwork/ttn
https://github.com/TheThingsNetwork/lorawan-stack

T TN & THE THINGS STACK COMMUNITY EDITION

* The Things S
IS more scala

S EeRnere. dif

rack Community

—dition (V3), compared to The Things Network (V2),

ble and more secure.

* [t supports all LoRaWAN classes (A, B, C) and multicast device groups, all existing

oRaWAN versions (includir
oy the LoRa Alliance (https://

o v|.04 and vI.l) and all regional parameters as definead
ora-alliance.org/).

Nttps:// www.

erences between V.2 and V3, see:
hethingsindustries.com/docs/getting-started/migrating/major-changes/

* [he Things Network (V2) will no longer be actively maintained by The Things

ndustries and -
oy the end of 2021,

he cluster of LoORaVWAN Network Servers are going to be shut down


https://lora-alliance.org/
https://www.thethingsindustries.com/docs/getting-started/migrating/major-changes/

THE THINGS NETWORK

The Things Network (Global Collaborative IOT ecosystem)

Software installed:
The Things Network (V2)

gateways

Clusters of LORaAaWAN Network Servers
maintained by The Things Industries



THE THINGS STACK COMMUNITY EDITION

The Things Stack Community Edition (Global Collaborative IOT ecosystem)

Software installed:
The Things Stack
Community Edition (V3)

gateways

Clusters of LORaAaWAN Network Servers
maintained by The Things Industries



THE THINGS STACK COMMUNITY EDITION CLUSTER DS

The Things Stack Community Edition (Global Collaborative IOT ecosystem)

&) North America Europe Australia

Clusters IDs
Three* clusters of
LOoRaAaWAN Network Servers

* As of May 2021



CONSOLE LINKS

; Al o consor
* [he console for The Things Network (V2)
(Shutdown by the end of 2021):
https://console.thethingsnetwork.org/
e
* [he console for The Things Stack Community
—dition (V3):
nttps://console.cloud.thethings.network/ "7
®



https://console.thethingsnetwork.org/
https://console.cloud.thethings.network/

T 1S COMMUNITY EDITION CONSOLE & API ENDPOINTS

* The Things Stack (T1S) Community Edrtion direct console links:
North America: https://nam |.cloud.thethings.network/console
—urope: https://eu | .cloud.thethings.network/console

Australia: https://au | .cloud.thethings.network/console

* More Information:
nttps:// www.thethingsindustries.com/docs/getting-started/ttn/addresses/



https://nam1.cloud.thethings.network/console
https://eu1.cloud.thethings.network/console
https://au1.cloud.thethings.network/console
https://www.thethingsindustries.com/docs/getting-started/ttn/addresses/

MORE INFORMATION

* More information about

- Frequency Plans

- LoRaWAN Specification and Regional Parameters
- Data Formats

- ID and EUI Constraints

- ...and more, see:
https://www.thethingsindustries.com/docs/reterence/

» Status page:
https://status.thethings.network/



https://www.thethingsindustries.com/docs/reference/
https://status.thethings.network/

MIGRATE FROM THINGS NETWORKV2 TOV3

» General information about migrating from V2 to V3, see:
https://www.thethingsindustries.com/docs/getting-started/migrating/

» Migrate few end devices with The Things Stack Community Edition Console, see:

nttps://www.thethingsindustries.com/docs/getting-started/migrating/migrating-from-v2/
migrate-using-console/

* Migrating many end devices using the migration tool.
nttps://www.thethingsindustries.com/docs/getting-started/migrating/migration-tool/

» Migrate gateway, see:
nttps:// www.thethingsindustries.com/docs/getting-started/migrating/gateway-migration/



https://www.thethingsindustries.com/docs/getting-started/migrating/
https://www.thethingsindustries.com/docs/getting-started/migrating/migrating-from-v2/migrate-using-console/
https://www.thethingsindustries.com/docs/getting-started/migrating/migrating-from-v2/migrate-using-console/
https://www.thethingsindustries.com/docs/getting-started/migrating/migration-tool/
https://www.thethingsindustries.com/docs/getting-started/migrating/gateway-migration/

MIGRATE END DEVICE



EREEDURE MIGRATE DEVICE FROMV2 O V3

|. Select Over T'he Air Activation (OTAA). Note: | will not demonstrate ABR

2. Choose LoRaWAN version MACV.0.2 (this Is the version used inV2)

3. Create an End device ID (does not have to match the Device ID inV2)

4. Copy end device's ApptUIl and DevEUI (these have to be the same as the ones In
V2)

5. Select your Freguency plan

6. Select Regional Parameters version PHY V1.0.2 REV B (this Is the version used inV2)




EREEDURE MIGRATE DEVICE FROMV2 O V3

/. Keep the default Advanced settings as OTAA devices commonly negotiate about
these with The Things Stack Network Server

8. Copy your end device's AppKey (has to match the one inV2)
9. Change the AppKey inV2 (To prevent OTAA device from re-joining V2 network).

| 0.1t applicable copy and modity your payload formatters.



DEVICE OVERVIEW (THE THINGS NETWORKV2)

DEVICE OVERVIEW

Application ID youtube demo_app?2 O n Iy these 3 Val ues
Device ID youtube demo_device n eed S to b e m ig rated =
Activation Method OTAA al I m S b O I’d e I"

After the 3 values are
migrated the App Key
must be changed, eg:

00000000xxxxxxXxXX
26016FC7 @ XxxXxxxxxxx00000000

[A]
O L I I O . I D D D D D D D I I S D D D D D I S R D D L I I ;_

Device EUI 00 894379581311 3F E]

Application EUI 70 B3 D5 7E DO @1 5E EF 8

App Key @ CCF4F6F898A54E 25(C4 68 7E 64 7B 13 82 6E

i

Device Address <>

i

Network Session Key <>

0 L I I . I D D D I D I D I D R S I I D D L D I D D S I D B E

i

App Session Key <>



REGISTER END DEVICE (T TS COMMUNITY EDITIONV3)

Register end device

Register end device

From The LoRaWAN Device Repository Manually
. . 0 : N :
Basic settings '\2 ) Network layer settings (3) Join settings

End device ID's, Name and Frequency plan, regional Root keys, NetID and kek

Description parameters, end device labels.

class and session keys.
End deviceID® *
my-new-device

AppEUI @ *

DevEUI® *

End device name

My new end device

End device description

Description for my new end device

Z
Optional end device description; can also be used to save notes about the end device

Network layer settings >

Register end device

From The LoRaWAN Device Repository

0 Basic settings

End device ID's, Name and

Description

Frequency plan® *

Select...

LoRaWAN version ® *

MAC V1.0.2

Regional Parameters version @ *

Select...

LoRaWAN class capabilities @

Supports class B

Supports class C

Advanced settings

< Basic settings

Manually

y'/ \'\ . .
\ 3 ) Join settings
N

a Network layer settings
~ Root keys, NetID and kek

Frequency plan, regional
parameters, end device labels.

class and session keys.

Join settings >

From The LoRaWAN Device Repository

Basic settings
End device ID's, Name and

Description

Root keys

AppKey @ *

Manually

Join settings

Q Network layer settings
Root keys, NetID and kek

Frequency plan, regional
parameters, end device labels.

class and session keys.

Advanced settings v

< Network layer settings

From V2

Add end device



L ORAWAN VERSION

* [he LoRaWAN version is the LoRa Alliance LoRaWAN version @
oRaWAN specification your device conforms [Pt
to, which defines which Media Access Control VACVLO
features it supports. The LoRaWAN version for
your device should be provided by the s '

manufacturer in a datasheet as LoRaVWAN

: : MAC V1.0.3
version or LoRaWAN specification.

MAC V1.0.4

* [he most commonly used LoRaVWAN versions — macvL
are v1.0.2 and v1.0.3.

* The Things Network V2 uses vl1.0.2
by default.



REGIONAL PARAMETERS VERSION

* The Things Network V2 uses Physical Layer

(PHY) v1.0.2 Rev B

nttps://lora-alliance.org/resource-hub/

nttps://lora-alliance.org/wp-content/up

* LoRaWAN Regional Parameters v|.0.2rB:

» More Information about regional parameters, see:

o0ads/2020/

Regional Parameters version @ *

Select...

|/

orawan_regional parameters v|.0.2

nal 1944

pdf

PHY V1.0.2 REVA

PHY VV1.0.2 REV B «
UUHP\JI LI CiUloo W


https://lora-alliance.org/resource-hub/
https://lora-alliance.org/wp-content/uploads/2020/11/lorawan_regional_parameters_v1.0.2_final_1944_1.pdf
https://lora-alliance.org/wp-content/uploads/2020/11/lorawan_regional_parameters_v1.0.2_final_1944_1.pdf

PACKET BROKER




PACKE T BROKER

* [ he Packet Broker is a service which allows LoRaWAN networks to exchange traffic.

* [t Is run by an independent and neutral organisation.

* More information:
nttps://packetbrokernet/
nttps://www.thethingsindustries.com/docs/reference/packet-broker/



https://packetbroker.net/
https://www.thethingsindustries.com/docs/reference/packet-broker/

MIGRATE FROM THINGS NETWORKV2 O V3

The Things Network (V2) / The Things Stack Community Edition V3 / Packet Broker

network
servers

G e e e e e

LoRaWAN o . Private LORaWAN networks .

network
servers



MIGRATE GATEWAY



PROCEDURE MIGRATE GATEWAY FROMV2 TO V3

|. Change the server address on the gateway itself (eg: global_cont,json)

2. Inthe V3 console, select Add gateway

3. Create an Gateway ID (does not have to match the Gateway 1D inV2)

4. Enter Gateway EUI (If your gateway has a gateway eul)

5. Select your Freguency plan



RAK/7244C (WISGATE DEVELOPER D4+)

» Jo find the gateway EUl on the RAK/244C

* Log Into the gateway

 [ype: sudo gateway-version

pi@rak—gatewa§:~ $ sudo gateway-version
/bin/bash: warning: setlocale: LC_ALL: cannot change locale (en_US.UTF-8)
Raspberry P1i 4 Model B Rev 1.1, 0S "10 (buster)", 5.4.79-v71+.

RAKWireless gateway RAK7244 with LTE version 4.2.6R install from firmware.
Gateway ID:|DCA632FFFE365B47].

This in MY gateway EUI



RAK/7244C (WISGATE DEVELOPER D4+)

RAK7244 (Gateway ID:DCA632FFFE365B47 Version: 4.2.6R)
Configuration options:

* |o change the server address on
the RAK/244C

Set pi password

Setup RAK Gateway Channel Plan
Restart packet-forwarder

Edit packet-forwarder config
Configure WIFI

Configure APN name

Configure LTE Module

Configure LAN

ONOOIEWN R

* Log Into the gateway

< Quit >

 [ype: sudo gateway-config

| ® @ robertlie — pi@rak-gateway: ~ — ssh pi@192.168.2.167 — 85x24

/opt/ttn—-gateway/packet_forwarder/lora_pkt_fwd/global_conf.json

» Select option: s ot -
~dit packet-forwarder config mix_gaint: 13,

"rf_power": 27,
"dig_gain": ©

}
|
» Change the server address \gateway_conf": {
"gateway_ID": '"0000000000000000",
/* change with default server address/po™®s, Or Overwri
"server_address": "eul.cloud.thethings.network"[|}
"'serv_port_up": 1/00,
"serv_port_down": 1700,
/* adjust the following parameters for your network x/
"keepalive_interval": 10,




T TN GATEWAY SERVER ADDRESSES
TTN (\/2) Gateway Server Addresses (Often used In global_conf,json)

Server Address

_ router.as.thethings.network 1700 1700

Source: https://github.com/ T he I hingsNetwork/gateway-cont



https://github.com/TheThingsNetwork/gateway-conf

T 1S COMMUNITY EDITION GATEWAY SERVER ADDRESSES

T TS Community Edition Gateway Server Addresses (V3)
(Often used in global_conf.json)

Australia aul.cloud.thethings.network

eul.cloud.thethings.network
North America  naml.cloud.thethings.network

Source: https://www.thethingsindustries.com/docs/getting-started/ttn/addresses/



https://www.thethingsindustries.com/docs/getting-started/ttn/addresses/

THE THINGS STACK COMMUNITY EDITION CLUSTER DS

Connect your LoORaWAN gateways to the
nearest cluster to reduce latency.

®
@ eul

naml

aul



FREQUENCY PLANS



EEEIINGS S TACK FREQUENCY PLANS

* When adding a gateway In your console you will see the "Frequency plan”
options.

r‘f\n"vl‘\lﬁ lAll‘\f\"L\f\l" “"l‘\;f' f""\*‘t\\hl"\\l NN f\nlll ﬁf\nnf\f**‘ ;“ ;+' A VIS A -~ N f\ll““lﬂ\ﬂn";f"‘\"'e

®@ O - -
w8 Add gateway - Console - The = X + Europe 863-870 MHz (SF12 for RX2)

< C @ eul.cloud.thethings.network/console/gateways/add
Europe 863-870 MHz (SF9 for RX2 - recommended)

LoRaWAN options Europe 863-870 MHz, 6 channels for roaming (Draft)

Frequency plan® Europe 433 MHz (ITU region 1)

Select...
United States 902-928 MHz, FSB 1
United States 902-928 MHz, FSB 2 (used by TTN)

United States 902-928 MHz, FSB 3

United States 902-928 MHz, FSB 4

Select... v




EEEIINGS S TACK FREQUENCY PLANS

* Jo find more information about these -

requency plans:

nttps://github.com/The ThingsNetwork/

orawan-frequency-plans/blob/master/

frequency-plans.ym

lAlL‘\f\“L\f\l" “L‘\;fi ""\“‘A\Al"\\l L N N AU‘\I\I f't\v‘\nf\f*“‘ ;" ;+ LI ol o N -~ N ‘\ll“l"\hn“:f*ﬂ“'e

Europe 863-870 MHz (SF12 for RX2)

Europe 863-870 MHz (SF9 for RX2 - recommended)
Europe 863-870 MHz, 6 channels for roaming (Draft)
Europe 433 MHz (ITU region 1)

United States 902-928 MHz, FSB 1

United States 902-928 MHz, FSB 2 (used by TTN)
United States 902-928 MHz, FSB 3

United States 902-928 MHz, FSB 4

Select...

¥ master v  lorawan-frequency-plans / frequency-plans.ymi

g johanstokking Add European 6 channel roaming plan (#34)

A 5 contributors z o ﬂ ‘ @

(1) 228 lines (197 sloc) 9.45 KB

- id: EU_863_870
name: Europe 863-870 MHz (SF12 for RX2)
description: Default frequency plan for Europe
base-frequency: 868
country-codes: [al, ad, ao, at, bh, be, ba, bw, bg, cg, hr,
file: EU_863_870.yml

id: EU_863_870_TTN

name: Europe 863-870 MHz (SF9 for RX2 - recommended)
description: TTN Community Network frequency plan for Europ
base-frequency: 868

base-id: EU_863 870

country-codes: [al, ad, ao, at, bh, be, ba, bw, bg, cg, hr,
file: EU_863_870_TTN.yml


https://github.com/TheThingsNetwork/lorawan-frequency-plans/blob/master/frequency-plans.yml
https://github.com/TheThingsNetwork/lorawan-frequency-plans/blob/master/frequency-plans.yml

EEEIINGS S TACK FREQUENCY PLANS

* [o find more information about these frequency plans:

https://github.com/The ThingsNetwork/lorawan-frequency-plans EU_863_870 default

¥ master ~ lorawan-frequency-plans / frequency-plans.yml ® © ® ) GitHub - TheThingsNetwork/lc X +

< C & https://github.com/TheThing

e— — — — — J

etwork/lorawan-frequency-plans
g johanstokking Add European 6 channel roaming plan (#34)

A} 5 contributors 2 o 2 ‘ g

-~

AU_915_928_FSB_8.ym| Add missing FSBs for US and AU

CN_470_510_FSB_11.yml| Omit band-default downlink channels

(1) 228 lines (197 sloc) 9.45 KB

CODEOWNERS Add CODEOWNERS file

- id: EU_863_870
name: Europe 863-870 MHz (SF12 for RX2)

description: Default frequency plan for Europe EU_433.ym| Add EU_433 frequency plan
base-frequency: 868
country-codes: [al, ad, ao, at, bh, be, ba, bw, bg, cg, hr, EU_863_870.yml Add Europe 863-870 radio config

file: EU_863_870.yml

_ id: EU_863 870 TTN EU_863_870_ROAMING_DRAFT... Add European 6 channel roaming plan (#34)
name: Europe 863-870 MHz (SF9 for RX2 - recommended)

description: TTN Community Network frequency plan for Europ

I R I P I R I A I

EU_863_870_TTN.yml| Add TTN version of EU_863_870
base-frequency: 868

base-id: EU_863_870
country-codes: [al, ad, ao, at, bh, be,
file: EU_863_870 TTN.yml



https://github.com/TheThingsNetwork/lorawan-frequency-plans

EEEIINGS S TACK FREQUENCY PLANS

* More information:
nttps://github.com/ The I'hingsNetwork/lorawan-stack
Search /pkg/band/



https://github.com/TheThingsNetwork/lorawan-stack
https://github.com/TheThingsNetwork/lorawan-stack/tree/v3.13/pkg

